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DISCLAIMER

2

The opinions expressed in this presentation represents the views and

interpretations of the author and do not necessarily represent the official position

of SCOR.

Third-party sources are quoted as appropriate.

This publication is intended for information purposes only.

Topics discussed are of a qualitative nature such as the impact of new legislation

and complying with Anti-Trust laws & regulations.
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Cyber insurance – Available covers
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 Data recovery

 Crisis management

 Forensics

 Monitoring

 Customer Notification

 Public relation (reputation)

 BI/LOP + extra expenses

 Extortion (ransom)

 Legal costs, fines, penalties

 TPL – harm done by your incident to 3rd parties

 All risk

→  Cyber Insurance is a mechanism to transfer, share and pool IT security related risks

→  Cyber Insurance requires partnership with IT industry

→  Cyber Insurance is one of several IT Risk management mechanism
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IoT & Interconnectivity in our everyday’s life 
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EU / US / Israel - Protection of personal data
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From hardwired “island operation” to a interconnected ICS networks
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https://en.wikipedia.org/wiki/SCADA

https://en.wikipedia.org/wiki/SCADA
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 IoT & ICS

search engines
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NIS Directive & ExO 13636 – Recommendations & incentives for cyber 

insurance

https://www.ntia.doc.gov/files/ntia/Commerce_Incentives_Discussion_Final.pdf

https://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity

https://www.treasury.gov/press-

center/Documents/Supporting%20Analysis%20Treasury%20Report%20to%20the%20President%20on%20Cybersecurity%20Incentives_FINAL.pdf

http://www.bna.com/the-potential-effect-of-executive-order-13636-on-cybersecurity-insurance-coverage/

https://www.dhs.gov/sites/default/files/publications/dhs-eo13636-analytic-report-cybersecurity-incentives-study.pdf

https://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity
https://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity
https://www.treasury.gov/press-center/Documents/Supporting Analysis Treasury Report to the President on Cybersecurity Incentives_FINAL.pdf
http://www.bna.com/the-potential-effect-of-executive-order-13636-on-cybersecurity-insurance-coverage/
https://www.dhs.gov/sites/default/files/publications/dhs-eo13636-analytic-report-cybersecurity-incentives-study.pdf
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Reliability issues with cyber loss data
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Cyber Scenarios (columns)  and affected covers (rows)
IMIA Working Group Paper 98 (16)
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• Loss severity distribution: NLE - PML – MFL 

• Frequency estimation

• Multiple coverage triggers 
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Data Comparison of Cyber incidents & claims publications – predominantly US
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Cause of claim (event)
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Ø cost / event: insurance claim & incident - not the same!!
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Claims cost per cause of loss
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Ø cost / record: insurance claim & incident - not the same!!
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Ø cost / record per industry sector
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Cost split of a cyber claim
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Crisis cost / event
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Cyber claim (event) by data type
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Claim (event) frequency by industry sector
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D.B.: disclosure of PII, theft of computers, identity theft, fraud

S.I.: computers/network disruption, DoS, intellectual prop. theft, hack, extortion, BI

P.V.: collection, use, sharing of personal information
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Correlation of claims (losses) & company revenue
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Exempels from the US market
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https://databreachinsurancequote.com/cyber-insurance/cyber-insurance-data-

breach-insurance-premiums/

https://databreachinsurancequote.com/cyber-insurance/cyber-insurance-data-breach-insurance-premiums/
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Exempels from the UK market
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https://www.aig.co.uk/content/dam/aig/emea/united-

kingdom/documents/Financial-lines/Cyber/aig-cyber-dec-2-0-brochure.pdf
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Take-home message
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Prerequisites for a healthy cyber insurance market:

 Strong IT security providers

 Legal incentives for cyber/IT risk management (see US/EU)

 Wordings must address “silent” cyber cover & manage these “new” scenarios (new 

exposures) by pricing it OR excluding it clearly

Due to lack of historic data, pricing is scenario-based on a case by case 

basis

 Actuary, underwriter & IT security specialist have to work together

Studies for cyber incident costs & cyber incident insurance claims are often 

inconsistent and depend on:

 Sample size

 Industry sector

 Company size

 Country & legal system   
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Q & A ? 


